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Introduction

In today’s digital world, information security has become a critically impor-
tant component of the functioning of higher education institutions. With the
widespread integration of information and communication technologies into
the educational process, administrative activities, and scientific research, the
volume of processed and stored data is increasing - ranging from personal
information of students and staff to intellectual property and research out-
puts. Accordingly, the level of threats that may harm both the institution’s
reputation and the security of its information infrastructure is also growing.
For Ukraine, the issue of information protection in the field of higher
education has become particularly relevant in the context of hybrid warfare,
cyberattacks on educational institutions, threats of unauthorized access
to confidential data, and the active digitalization of all spheres of public life.
At the same time, not all institutions are adequately prepared to detect and

[65]



[66] Valentina Nadolska, Yuliia Melnychuk

counter such challenges, which necessitates a systematic approach to infor-
mation security management.

The purpose of this article is to analyze the main information security
risks in Ukrainian higher education institutions and to outline effective
strategies for their management. The study is based on the analysis of existing
practices, regulatory and legal documents, as well as international experience
in the field of information security in education.

Literature Review

Recent studies focus on issues of cybersecurity, digital culture, and manage-
ment practices in the field of higher education in Ukraine. For example, the
research conducted by H.A. Deya covers the following:

- current challenges, including phishing, malware, and data breaches;

- methods of system analysis and threat classification;

- strategic measures related to cyber hygiene, competency development,
technical infrastructure upgrades, and the development of incident
response policies in educational institutions (Jeit, 2025).

Ukrainian scholars V. Savchenko and O. Maklyuk analyze the impact
of cybercrime on the functioning of higher education institutions. They
emphasize the importance of staff training, responsibility, and the level of
digital culture in ensuring stability within the educational process (Casaerxo,
Maxiok, 2024).

Researchers also explore the development of cyber competencies and
cyber culture. In particular, I. Kozubtsov, N. Zinchenko, A. Kotenko, and
I. Averichev analyze the issues of information security in the digital edu-
cational and scientific environment of HEIs during wartime, as well as the
need to foster a culture of cyber hygiene among students in the humani-
ties (K03y6u0B, 3inuenko, Korenko, Apepiues, 2024).

S. Lupinovych and I. Lapshyna study the impact of information warfare
and information pressure on student motivation, proposing ways to devel-
op information hygiene in the context of distance education (JIymizosuy,
JlammmHa, 2023).

Regional and national contexts of information security in higher edu-
cation institutions are examined by I. Radomskyi, who focuses on blended
learning during wartime, data confidentiality, secure digital environments,
and methods of protecting personal data at the National Aviation University
(Pamomchbkmii, 2024). I. Bosak analyzes cyber threats at the national level and
countermeasures that are also relevant to the education sector (Bocax, 2025).

International experience and approaches to information security in
HEIs are discussed in the study by Lukashevych & Palkova. The authors
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describe the impact of cybercrime on Ukrainian HEIs and propose organiza-
tional, technical, and educational measures to enhance cyber resilience (Luka-
shevych, Palkova, 2024).

International research, including that published on arXiv, highlights
the impact of virtual laboratories (V-Labs) on active learning and student
engagement in distance cybersecurity education, as well as the integration
of generative Al to foster critical thinking and evaluate security policies in
education (Kebande, 2024).

Thus, information security in Ukrainian higher education is shaped at
the intersection of technical, organizational, and educational factors. The
most pressing issues include low levels of cyber hygiene among participants
in the educational process, a shortage of qualified personnel, the absence of
systematic policies, and insufficient technical capacity.

Regarding recommended measures for improving the information se-
curity system in Ukrainian HEIs, researchers highlight the following:

- the creation of integrated Information Security Management Systems

(ISMS) based on ISO/IEC standards;

- regular cybersecurity training for staff and students;

- the development of a culture of digital and information literacy;

- the use of technological innovations (such as V-Labs and Al-based ap-
proaches) to enhance learning effectiveness.

Methodology

The study employs a comprehensive theoretical approach to analyzing the
issue of information security in higher education institutions of Ukraine.
The methodological foundation is based on content analysis of scientific
publications, analytical reports, regulatory documents, and international
standards in the field of information security.

More than 20 relevant sources by Ukrainian and international authors
(2020-2024) were analyzed, covering topics such as cyber threats, risk man-
agement in educational environments, digital transformation, and the or-
ganization of information protection systems in HEIs. Particular attention
was paid to publications in professional journals, ENISA reports, and the
provisions of ISO/IEC 27001, ISO/IEC 27005, and NIST SP 800-53 standards.

To identify the main types of risks, the method of logical-semantic gen-
eralization and threat classification was applied, based on case descriptions
in scholarly sources. A comparative analysis was also conducted between
approaches to information security in higher education in Ukraine and
European Union countries, particularly in terms of regulatory frameworks,
organizational structure of security systems, and levels of digital literacy.
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The obtained results made it possible to formulate a generalized typology
of risks and propose corresponding strategies for their management at the
institutional level.

Findings: Risk Analysis

We examined various types of information security risks in Ukrainian higher
education institutions (HamMHeub—HayMOBa, Bypsa4ok, KopuryH, XXnne1os,
Cxaanauumit, Kysemenxo, 2020). The main categories of risks include tech-
nical, organizational, human factor (sociotechnical threats), external cyber-
attacks, systemic risks, and external instability.

Technical risks include outdated or untimely updated infrastructure,
particularly electronic educational systems that rely on BYOD (Bring Your
Own Device) connections, which expose institutions to phishing and mal-
ware threats. Additionally, the absence of network segmentation and defined
security zones allows attacks to spread, even if they originate from a single
point in the network. Examples of technical risks include vulnerable systems
and weak BYOD policies, with possible consequences such as data leakage or
destruction and DDoS attacks.

Organizational risks involve the lack of clearly defined cybersecurity
policies and standards regulating access, incident response, auditing, and
control. They also include insufficient funding, staff shortages, and fragment-
ed IT governance - where individual faculties operate autonomously, making
unified protection more difficult. Examples of such risks are the absence of
policies and fragmented IT management, with likely consequences including
uncoordinated responses and low security effectiveness.

Regarding sociotechnical threats (Kayabka, [Toromaprosa, 2025), key
issues include a low level of cyber hygiene-students and staff often rely
on weak passwords, fail to recognize phishing messages, and frequently
download unsafe content. Insider threats - both intentional and acciden-
tal - are also significant, as they originate from within the organization
(e.g., students or employees), increasing overall risk. Examples include poor
cyber hygiene and phishing, which canlead to consequences such as account
compromise and personal data leaks.

External attacks are represented by large-scale incidents, such as Petya
(NotPetya) in 2017, HermeticWiper, and DDoS attacks during 2022-2023,
which demonstrated high levels of activity by cybercriminals and cyber
forces targeting Ukraine’s critical infrastructure. Educational institutions,
including universities, can become targets of such attacks due to their reli-
ance on IT services.



Information security in higher education institutions of Ukraine... [69]

In wartime conditions, cyberattacks on governmental and educational
services have intensified, driven by the aggressor’s political motives-this
reflects systemic risks. There is also increasing dependence on vendors/cloud
providers (such as AWS), which introduces additional risks in the case of
access loss or coordinated attacks (Lallie, Thompson, Titis, Stephens, 2023).

Information Security Threats under Martial Law in Ukraine

Under martial law conditions, information security risks for higher education
institutions in Ukraine acquire a qualitatively new dimension. Educational
institutions increasingly function as elements of the national information
infrastructure, ensuring the continuity of education and research during
wartime. Consequently, they face not only traditional cyber threats but also
targeted attacks aimed at destabilizing public services and undermining
trust in state institutions.

One of the most significant wartime threats is the intensification of
targeted cyberattacks against educational information systems, including
learning management systems, electronic document management platforms,
and research databases. These attacks often pursue strategic objectives rath-
er than purely financial gain and may be synchronized with broader cyber
operations against national infrastructure.

The level of social engineering and phishing attacks has also increased
significantly during wartime. Heightened psychological pressure, stress,
and information overload make students and staff more susceptible to ma-
nipulation. Cybercriminals exploit war-related topics such as evacuation,
humanitarian aid, or institutional emergency notifications to gain unau-
thorized access to user accounts and sensitive data, which amplifies socio-
technical risks previously identified in educational environments (Kay:npka,
[lonoMaproBa, 2025).

Operational challenges caused by relocation of universities, power out-
ages, and unstable internet connectivity further exacerbate information
security risks. In such circumstances, institutions are often forced to rely
on temporary or emergency technical solutions that may not fully com-
ply with established cybersecurity standards, increasing the likelihood of
incidents.

Finally, the human factor plays a critical role under wartime conditions.
Chronic stress, fatigue, and emotional strain among academic and admin-
istrative staff increase the probability of human error and non-compliance
with security procedures. As a result, information security risks during
martial law become systemic in nature, requiring comprehensive and adap-
tive risk management approaches rather than isolated technical solutions.
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Discussion: Information Security Risk Management Strategies
in Ukrainian Higher Education Institutions

In response to numerous information security threats - arising from both
external cyberattacks and internal vulnerabilities - Ukrainian higher edu-
cation institutions apply a variety of risk management strategies. However,
the maturity level and effectiveness of these strategies vary significantly
depending on the type of institution and its technical, organizational, and
human resources. Under wartime conditions, the importance of structured
and resilient risk management approaches becomes particularly evident.

Organizational Strategies. Organizational strategies form the founda-
tion of information security risk management in higher education institu-
tions. They primarily involve the development of a regulatory framework,
including information security policies, personal data protection regulations,
and internal guidelines governing the use of IT systems. These documents
define roles and responsibilities, establish rules for access control, incident
response, and auditing, and create a legal and organizational basis for pro-
tecting information assets.

At leading Ukrainian universities, such as the National University of
Kyiv-Mohyla Academy and Ivan Franko National University of Lviv, infor-
mation security policies cover key aspects including risk identification, ac-
cess management, data encryption, activity monitoring, and internal audits.
However, in many regional institutions, such policies either remain absent
or exist only formally, without effective implementation mechanisms.

Under martial law, organizational strategies acquire additional sig-
nificance, as universities must operate in conditions of uncertainty, relo-
cation, and limited resources. Clear internal regulations and well-defined
decision-making procedures become critical for maintaining continuity of
educational and administrative processes and for coordinating responses
to security incidents.

Technical Strategies. Technical strategies focus on the implementation
of technological measures aimed at preventing, detecting, and mitigating
cyber threats. Ukrainian HEIs employ basic cybersecurity tools such as anti-
virus software, firewalls, intrusion detection systems (IDS), VPN access, and
network segmentation. Increasingly, institutions are transitioning to cloud-

-based platforms with integrated security mechanisms, including Google
Workspace for Education and Microsoft 365.

At the same time, unequal access to modern IT solutions remains a se-
rious challenge. Due to limited funding, some universities continue to rely
on outdated hardware and software, which significantly increases their
vulnerability to cyberattacks. In addition, the lack of systematic software
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updates and continuous security monitoring reduces the effectiveness of
technical protection measures.

In wartime conditions, technical strategies must also address risks
related to power outages, unstable internet connectivity, and emergency
transitions to remote or hybrid learning. The resilience of information sys-
tems and the availability of backup infrastructure become crucial factors in
ensuring the stability and security of educational services.

Administrative Strategies. Administrative strategies encompass meas-
ures related to monitoring, auditing, training, and coordination of informa-
tion security activities. Regular training and awareness-raising initiatives
are essential, as the human factor remains one of the primary sources of
risk. Phishing attacks, weak password practices, and improper handling of
sensitive data are often the result of insufficient user awareness.

Some Ukrainian HEIs conduct cybersecurity training for staff and stu-
dents, as illustrated by initiatives at Uzhhorod National University. However,
such practices are not systematic at the national level, and most universities
lack dedicated cybersecurity positions. Information security responsibilities
are often combined with general IT maintenance tasks, limiting the effec-
tiveness of risk management.

Administrative strategies also include backup and disaster recovery
planning, as well as security audits and incident management. While some
institutions use cloud-based backup solutions, many still lack comprehen-
sive incident response plans. Security audits are typically conducted only
in response to incidents or regulatory requirements, rather than as part of
a proactive risk management strategy.

Under wartime conditions, administrative coordination and cooperation
with national and international bodies - such as CERT-UA, the State Service
of Special Communications, and EU digital education initiatives - become
especially important. These partnerships provide access to expertise, training,
and up-to-date security solutions, although participation remains limited
to a relatively small number of institutions.

Overall, although Ukrainian higher education institutions are making
efforts to implement comprehensive information security risk management
strategies, their effectiveness remains inconsistent. The main restraining
factors include institutional weaknesses in policy enforcement, a shortage of
qualified cybersecurity personnel, limited funding for infrastructure mod-
ernization, and low levels of information security awareness among users.

To enhance information security in the higher education sector, both
nationwide initiatives and the strengthening of internal security culture
within each university are essential, particularly in the context of ongoing
military and cyber threats.
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Conclusion

As aresult of the conducted study, it was established that information secu-
rity in higher education institutions in Ukraine is a multidimensional issue
that encompasses both technical and organizational aspects. The main risks
associated with the activities of such institutions include the leakage of con-
fidential information, cyberattacks, gaps in staff’s digital literacy, poor access
management practices, and an insufficient level of regulatory oversight.

Based on the analysis of scientific and analytical sources, it was found
that an effective information risk management strategy should include the
following components: development of information security policies, regu-
lar staff training, implementation of modern technical protection tools (in
particular, intrusion detection systems, multi-factor authentication, and
data backup), as well as fostering a cybersecurity culture at the organiza-
tional level.

In the context of war and the ongoing digital transformation of educa-
tion in Ukraine, the issue of information protection is becoming increasingly
critical. Therefore, it is essential to develop a national digital security strategy
for the education sector that considers both global challenges and the specific
context of Ukrainian higher education institutions.

Future research may focus on empirically testing the proposed strate-
gies, as well as examining data protection practices in individual Ukrainian
universities.

In the context of ongoing hybrid warfare and large-scale cyber con-
frontation, information security in higher education institutions should be
viewed not only as an internal organizational challenge but also as an integral
component of national security. Universities operate as critical nodes of
knowledge production, human capital development, and digital infrastruc-
ture, which makes them potential targets in information and cyber warfare.
Disruption of educational information systems may have long-term conse-
quences for social stability, workforce development, and the resilience of the
state. Therefore, the protection of the educational information environment
requires policy-level attention, including the development of national cyber-
security strategies for the education sector, integration of higher education
institutions into national incident response frameworks, and alignment with
international security standards and best practices. Strengthening informa-
tion security in higher education thus contributes not only to institutional
resilience but also to the overall security and sustainability of society under
conditions of prolonged military and cyber threats.
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Abstract

The article explores the issue of information security in higher education institu-
tions (HEIs) of Ukraine as one of the key challenges in the context of the digitali-
zation of the educational process. The growing use of digital technologies, the shift
toward remote and hybrid learning, as well as the increasing volume of personal
data processing, significantly heighten the relevance of protecting the information
space within the educational environment. The study provides a theoretical analy-
sis of the current risks faced by Ukrainian HEIs. The main types of risks identified
include: leakage of confidential information, phishing attacks, malicious software,
cybercrime, insufficient user awareness, and a weak regulatory and organizational
framework for IT security management. It is noted that these threats are exacerbated
under martial law, as the risk of external interference in educational infrastructure
increases. Based on the analysis of literature sources, the paper describes existing risk
management strategies, including: organizational (development of security policies,
staff training), technical (implementation of data protection systems, data backups),
and administrative (monitoring, auditing, access control). The need to integrate in-
formation security into the digital development strategies of HEIs is substantiated.
In the conclusions, the article offers recommendations for improving approaches
to protecting the educational information environment, particularly through the
enhancement of digital culture, development of clear regulations, and increased
investment in security.

Key words: information security, higher education institutions, cyber threats, digital
transformation, risk management, Ukraine.



